
APIs: Building an On-Ramp to the Digital Enterprise

EMERGENCE OF THE DIGITAL ENTERPRISE
Maintaining a competitive edge today means building a Digital Enterprise capable 
of taking full advantage of social, mobile, web, cloud, “things,” (sensors and 
devices), and analytics technologies. This is done by:

•  Integrating data and securing the ability to deliver the omni-channel 
experience that customers are thirsting for

•  Making your existing or new business services available to your partners and 
customers in digital form: open, but managed and secure. 

•  Transforming your business so you can anticipate customer needs and deliver 
insights that lead to a first mover advantage. 

The digital enterprise is not so much something you can diagram; it’s a state of 
mind. It’s the recognition of a new reality that the rate of change is not going to 
slow, that barriers to entry will continue to drop, and that companies who best 
compete in this century will be those good at building dynamic, agile ecosystems 
of products, services, and partners.

The questions every CIO and senior business executive should be asking 
themselves are:

•  What new digital business services should I be creating that will expand 
customer and partner relationships? 

•  What technologies or capabilities do I need to create and manage 
these services?

The answers to these questions will vary, but there is one important enabler 
common to all scenarios: APIs, the digital glue that holds application ecosystems 
together. APIs makes ecosystems agile and enable smooth transitions between 
product, service, and partner domains.

OMNI-CHANNEL
True continuity of experience. 
Using your customer data to add 
full context to interactions across 
channels (call center, in-person, 
mobile, web, any and all).

To deliver an omni-channel 
experience, developers need 
to think of their applications as 
ecosystems that include people, 
software, and devices, and that 
span multiple domains inside 
and outside of the company. 
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THE API ECONOMY AND APPLICATION ECOSYSTEMS
Among the terms used to describe this business transition is “the API Economy,” 
an economy in which APIs are no longer just an IT concern. They are the 
underpinnings of new revenue streams and new business models that are 
disrupting entire industries. APIs are becoming core to the business and need to 
be treated as products, conceptualized and managed by individual business units 
as part of their end-to-end business design.

From a recent Forrester Research report:

“…preparing for an unknown stream of digital business change—
shifts in customer expectations, ecosystem disruptions, or 
something else—requires an organization to evolve the right 
structures for rapid business reconfiguration. APIs are central to this 
structure for strategic business agility.

These and unknown future touchpoints require API-based access 
to a rich set of business transactions, queries, content, and data. In 
addition, users and customers should have all of their functional 
needs brought together into a unified, multi-touchpoint experience 
(as opposed to being fragmented across application silos).”1 

Modern applications being built for the digital enterprise today look a lot different 
than traditional applications. They are more like loosely coupled ecosystems of 
functionality, some internally developed, some externally sourced using public or 
private APIs. Data often comes from both internal and external sources, which could 
be cloud-based, or derived from social media, business alliances, or partners. 

It’s not always easy to see the opportunities in front of you or to internalize 
the concept of an application ecosystem. Here are a few examples, where a little 
creative thinking has yielded great results:

•  A telecom provider created an API to open its billing services, allowing 
third parties to add charges for their services to phone customers’ bills. For 
example, toll road fees can appear on the phone bill.

•  The Weather Company started as a TV channel, but through its Weather 
Underground API, now sells weather data into aviation, energy, insurance, 
and other ecosystems that need this information.

•  Chicago Transit Authority provides APIs that let mobile developers integrate 
public transportation information into sightseeing, recreation, and other apps.

What these examples have in common is extending the value these companies 
provide on a day-to-day basis to digital services delivered through an API, and 
through doing that, creating new customers and new revenue streams. This is 
what digital businesses do.

Often, components of application ecosystems are opportunistic, quickly 
assembled and integrated to take advantage of a short-term opportunity. To 
provide this degree of flexibility and agility, you must use APIs as the connective 
tissue that makes rapid change and configurability possible.

1 Heffner, Randy. APIs Underpin a Digital Business Platform. Forrester. January 28, 2016.
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APIs AND INTERNET OF THINGS NETWORKS
Another distinguishing characteristic that makes a digital business different from 
some of the digital concepts that came before (e-business and digital marketing) 
is the specific integration with “things” (including, sensors, beacons, wearable 
devices, smart machines, media platforms, RFID) to create new business models. 
This is a rapidly growing market. According to IDC, it will grow to $1.7 trillion by 
2020 with a compound annual growth rate (CAGR) of 16.9%.2 

For digital business, things will have enough intelligence to negotiate with each 
other, as well as with people and businesses. A major consequence of this will be 
a massive explosion of data—both structured and unstructured—the likes of which 
will not have been seen before. 

To operate effectively in this environment, you must weave a “digital golden 
thread” that seamlessly extends through the enterprise. This thread must connect 
networks of intelligent devices out at the edge, data aggregation layers, and all 
the other elements of the processing pipeline (applications and middleware) that 
are ultimately delivering the multi-channel customer experience. That thread is 
composed of APIs.

In an Internet of Things (IoT) implementation, there are a couple of different ways 
that an API can enable the end-to-end flow of data:

Publish and Subscribe. Often, applications need to consume data from an IoT 
device or network. One approach is to use a publish and subscribe pattern, where 
the data needs are well defined and enabled by an enterprise service bus (ESB). 
Data is exposed to the ESB typically using a bi-directional REST API enabling 
data to be published by or subscribed to the IoT device. 

An example is a web-connected car that transmits (publishes) engine and 
driver data for insurance companies, or that consumes (subscribes to) cellular 
location services from any number of service providers.

The API facilitates the flow of information from the appropriate IoT device(s) to 
the applications that need that data. For managing large numbers of devices, a 
gateway or message broker can serve as an aggregation point that interacts with 
the ESB.

2 Explosive Internet of Things Spending to Reach $1.7 Trillion in 2020. IDC. June 2015.  
http://www.idc.com/getdoc.jsp?containerId=prUS25658015
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Streaming Data. Some IoT networks generate large volumes of sensor data that 
need to be routed through a streaming analytics engine able to identify relevant 
actionable data or events. This is a one-way flow of data from IoT devices, 
through a streaming API, into a streaming analytics engine. 

In this use case, ESBs may be used, but are not required for processing. The 
analytics engine can either look for specific patterns in the data, applying 
sophisticated analytics algorithms, or search for specific outcomes using rules 
defined by an event processor. In the case of process manufacturing, industrial 
applications, or transportation logistics, this is expected to be a common 
usage pattern.

APIs AND MICROSERVICES 
Mobile devices are steadily shifting toward greater processing power and 
handling more processing of business logic on the device side. Achieving web 
scale using more powerful mobile devices is a lot easier and more cost effective 
than by beefing up the server backend. But snappy performance and low 
latency of mobile app refreshes is critical. Market research shows consumers 
will disconnect from an application or webpage and go somewhere else if 
performance doesn’t meet their expectations. 

Delivering data from the backend data source to a mobile app in a way that 
ensures high performance requires a combination of high-speed messaging and 
fine-grained services. The leading edge approach to achieving this performance is 
through a microservices architecture that exposes data through RESTful APIs. 

Microservices are conceptually similar to a service-oriented architecture. 
The biggest difference is the level of granularity in the functionality or data 
they provide. Microservices are APIs typically designed to do one small thing 
really well. Their scope of use is quite broad. One of the classic reasons to use 
microservices is to deliver more efficient scaling. Replicating small components 
instead of larger applications to achieve scale is much more efficient. In other 
cases, microservices sit behind a more abstracted API and are not visible to a 
developer using the public API. 

In addition, because microservices are stateless and carry little processing 
overhead, mobile applications are another perfect use case. 

There are lots of examples of companies who’ve been successful with this 
approach. Netflix has a broad architecture that has evolved from monolithic to 
microservices and API based. Its streaming-video API receives more than one 
billion calls every day from more than 800 different types of devices. Each API 
call prompts around five additional calls to the backend service.

Amazon has also adopted a microservices approach. It gets countless API calls 
from a variety of applications—including those that manage the web service API 
as well as the website itself—which would have been simply impossible to handle 
using its old, two-tiered architecture. For example, the Amazon.com website 
application calls 100–150 services to get the data that’s used to build a web page.

And of course, an oft-mentioned example is Twitter, which has essentially built 
its entire business model around feeds accessed via APIs, delivered as services. 

Whether or not microservice architectures are or will be preferred by 
developers, it’s clearly a potent idea that offers serious benefits for designing and 
implementing web and mobile applications. Many developers and organizations, 
without ever using the name or even labeling their practice SOA, have been using 
an approach that leverages APIs, which could be classified as microservices. It’s a 
trend that’s likely to accelerate.
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THE IMPORTANCE OF API MANAGEMENT
All of the application types explored in this paper expose and consume a lot of 
APIs. There are many benefits derived from the use of APIs: shorter development 
cycles, more flexible application architecture, and the ability to respond faster to 
changing business conditions and customer needs. 

However, APIs must be properly managed, documented, versioned, secured, 
and scaled to deal with the risk that comes from exposing your data or business 
functionality. APIs must be treated as products, and the consumers of those APIs 
like customers. To do this properly, you need an API management solution, such 
as TIBCO Mashery®, which has been built specifically for this task and can provide 
key functionality to help manage your APIs and the community of developers 
who use them.

SUMMARY
The rise of the API Economy has driven companies everywhere to rethink their 
use of APIs and focus on opportunities to use them in their own apps, as well as 
in opening their apps to external developers. This expanded focus on application 
ecosystems means that APIs are critical, not only to achieve operational 
efficiencies, but to enable digital disruption. 

In a digital business, digital technology must be at the heart of what the 
business is doing and how it generates revenue, seizes competitive advantage, 
and produces value. This operating model demands that business rules and 
policies are completely digital and highly agile; people’s jobs are represented 
in digital fashion; and most importantly, that there is a technology ecosystem 
that makes information both secure, and for those with the right access, easy 
to find and share. It’s a fundamental shift in how work gets done along with the 
recognition that frequent change is the new business reality.


